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1
Decision/action requested

It is requested to approve the following pCR to be included in TR 33.807
2
References

[1]
3GPP SP-180438 (SID for 5WWC)
3
Rationale

In [1], the objective of the study mentions ‘access independent security’ which was brought in by operators wishing to study whether security for 5WWC could be independent of access network. As such, a Key Issue on access independent security should be included in the TR on 5WWC.

4
Detailed proposal

*************** First Change ***************

5.3

Key Issue #3: Transport security for the interfaces between W-5GAN and 5GC 

5.3.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce changes to existing interfaces (e.g. N2, N3), whose security implications need to be studied. This key issue studies the transport security, i.e. confidentiality, integrity and replay-protection, for the interfaces between W-5GAN and 5GC:

-
W-5GAN – AMF (N2, in Scenario 2 also N1) 

-
W-5GAN – UPF (N3)

5.3.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface.

5.3.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the W-5GAN – AMF interface and the W-5GAN – UPF interface.
NOTE: Solutions that protect end-to-end between 5G-RG and 5GC can also meet this requirement.
*************** Second Change ***************

5.4

Key Issue #4: Security for the interface between 5G-RG and W-5GAN 

5.4.1
Key issue details

The scenarios described in clause 4.2.2 of TR 23.716 [2] introduce a new interface between 5G-RG and W-5GAN. It is understood that this interface seems to be under the responsibility of BBF. However, the traffic via the W-5GAN is destined to 5GC and therefore can have a security impact to the 5GC. 

This key issue studies the security, i.e. confidentiality, integrity and replay-protection, for the interface between 5G-RG and W-5GAN. 

5.4.2
Security threats

Without protection, an attacker may eavesdrop on or manipulate or replay the communication on the interface. Lack of security measures may also have an impact on 5GC.

5.4.3
Potential security requirements

Confidentiality protection, integrity protection and replay-protection shall be supported on the interface between 5G-RG and W-5GAN.
NOTE: Solutions that protect end-to-end between 5G-RG and 5GC can also meet this requirement 

Editor's Note: It is for further study whether the interface between 5G-RG and W-5GAN is under 3GPP scope.
*************** END of CHANGES ***************

